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Welcome to our New Zealand insights of
PwC’s 2016 Global Economic Crime Survey

As well as updating the overall picture on economic crime in
New Zealand, we focus this year on cybercrime, ethics and
compliance, and anti-money laundering programmes, with the
opportunity to improve performance simply by being ready to
deal with the threats we face.

The overall picture for New Zealand continues from our
previous survey:

*  Well over one-third of respondents experienced economic
crime;

* Notwithstanding an emphasis on cybercrime, the biggest
issue by a substantial margin remains asset
misappropriation;

* Detection rates by corporate controls have fallen and we
remain heavily reliant on tip-offs;

e In afast-changing and digitally dependent market, many
organisations are not well placed to avoid cybercrime
attacks or, if subject to attack, respond to them. Further,
while the tone from the top on ethics is positive, the
message does not always flow right through the
organisation;

* We also deal with anti-money laundering this year, where
compliance with our relatively new legislation has been a
challenge for many financial institutions who are now
covered. We remain behind the rest of the world in
implementing AML legislation, and you should expect its
influence to extend into the business world significantly
further in years to come.

These issues challenge you to adjust your lens on economic
crime and refocus your path towards opportunity around
strategic preparation. Strategic in that it is related and
interwoven from the daily activities of the business unit up into
the ethical fabric of the company. Ensuring your company is
prepared for success in today’s world is no longer an exercise in
producing plans which, once prepared, never see the light of
day. In a fast-moving digital world, being prepared is a living,
breathing daily exercise which needs to be constantly updated
so you are ready when threats turn into reality.

Understanding your vision and strategically maintaining a plan
for growth as well as defence will be the difference between
taking your opportunities or allowing those who want to
victimise you to capitalise on theirs.

(o2

e

Eric Lucas
Forensic Services Partner
PwC New Zealand
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Economic crime s
an obstinate threat

40 per cent of organisations experienced economic crime (up
from 33% in 2014) but the key types are unchanged — asset
misappropriation is still the most common

Corporate detection methods are not keeping pace

What opportunities are available for proactively
countering economic crime?

Cyber threats climb, but business
preparation is not keeping pace

Cybercrime tied with procurement fraud for the second-
highest type of economic crime experienced in New Zealand
at 29 per cent

Most companies are still not adequately prepared for or even
understand the risks: Only 45 per cent of organisations
have a cyber-incident response plan

Only around half of board members request information about
their own organisation's state of cyber-readiness

How will your cyber-response plan stand up to reality?

Financial crime compliance risk
is on therise

Asset misappropriation remains the biggest threat
Corporate controls aren’t identifying the problem

42 per cent of fraud detection is through a tip-off,
including a formal whistleblower service

67 per cent of organisations say they have a formal business
ethics and compliance programme

Reported economic crime
similar to 2014 rate

2

Cyber preparedness can be
viewed as an organisational
stress test

@M
b

Bribery and corruption is low
in New Zealand but not so with
our major trading partners

Tone from the top on ethics doesn’t always flow through the organisation

Global Economic Crime Survey 2016

Can your compliance programme foresee and address an evolving risk landscape?



w Zealand

Opportunity is the main driver for
internal economic crime

¢ Almost half (44%) of the incidents of serious economic crimes
were perpetrated by internal parties

* Organisations need to ensure there is not a disconnect between
the tone at the top and the reality on the ground

e 72 per cent of CEOs are planning to make changes in their
values, ethics and codes of conduct

Do all members of your organisation work towards the People and culture are
i ? . .
same compliance outputs? your first line of defence

Anti-money laundering (AML) compliance - the
pace of regulatory change and lack of skilled
personnel are the greatest challenges

» The AML net is set to expand in New Zealand -m. .m- _w.
* New Zealand reporting entities still have many challenges to
fully comply

* Globally, one in five financial-services respondents needed to

address significant issues after regulatory inspection i
Have you considered the

growing impact of the
How would your organisation fare in the face AML regime?
of regulatory scrutiny?

* Cost of compliance continues to rise

Global Economic Crime Survey 2016 7



Economic crime
in New Zealand

What does this year's survey tell us?

Of the 85 New Zealand respondents to our survey, 40 per cent
have experienced economic crime in the past 24 months. This
ranks New Zealand 19th out of 115 countries that took part in
the survey, and places us slightly above the global average of
36 per cent and below our neighbours Australia (52%). This
year’s survey results show that the rate of reported economic
crime has remained largely unchanged this century.

Percentage of organisations experiencing fraud

30%

Asia Pacific

28

China

38, %

United States

-,
22% 409

New Zealand

36%
Global

The persistence of this trend over the 15 years since our first
Global Economic Crime Survey (2001) bears testimony to the
obstinate threat that economic crime represents.

New Zealand ranks 19th out of 115 countries
that took part in the survey for the percentage
of organisations experiencing fraud.

Once again, our survey finds that the most common method of
identifying economic crime is via some form of tip-off (42%),
including a formal whistleblower service. This has important
ramifications for organisations' fraud detection systems. This
survey has seen a decrease in the detection of criminal activity
by methods within management’s control (corporate controls
detection is down from 56% to 24%). What’s more, nearly one
in five organisations (18%) have not carried out a fraud risk
assessment in the past 24 months.

8 Global Economic Crime Survey 2016

Detection methods in New Zealand

Internal audit (routine) B 2016
0,
Suspicious transaction reporting
. 6%
Fraud risk management Corporate
3% controls
(24%)
Corporate security (both IT and physical)
ls%
Rotation of personnel
ls%
Tip-offs
P o Corporate
(42%)
By accident
18%
Beyond the
influence of
management
Don’t know an 9733%)
— s
0 10 20 30 40 50

In PwC’s 2016 Annual New Zealand CEO Survey' two-thirds
(66%) of chief executives agreed there are more threats to the
growth of their company than three years ago. This points to a
potentially worrying trend — including that 18 per cent of all
economic crimes detected in New Zealand were 'by accident'.
Today more than ever before, a passive approach to economic
crime is a recipe for disaster.



What type of economic crime was reported?

Asset misappropriation continues to be the most common
economic crime reported in New Zealand. This year’s level of
74 per cent is consistent with our last two surveys and shows
that despite an increase in cybercrime and procurement fraud
in recent years, asset theft remains a top threat for New
Zealand organisations.

While organisations need to ensure they are ready for the
growing and increasingly complex threats from cybercrime —
now in joint second place as the most reported economic crime
—they cannot afford to take their eye off traditional frauds
and thefts.

Types of economic crime experienced in New Zealand

Asset misappropriation
Cybercrime
Procurement fraud
Accounting fraud
Human resources fraud
IP infringement
Other

Bribery and corruption I 3%
Money laundering I 3%

Mortgage fraud I 3%
0O 10 20 30 40 50 60 70 80

New Zealand’s results are broadly consistent with the global
findings, with one exception: only 3 per cent of respondents
reported instances of bribery and corruption, compared to
24 per cent globally.

1 2016 Annual New Zealand CEO Survey

2 For example, the Transparency International Corruption Perception Index

That New Zealand’s incidence of reporting bribery and
corruption is low by global standards reflects a generally
transparent and honest business culture. This is also
demonstrated in our regular high ranking in transparency
indices.?

However, New Zealand businesses dealing with overseas
trading partners are at a higher risk.

Reports of bribery and corruption in New Zealand’s three
largest trading counterparts — China, Australia, and the
United States — are more significant. Many jurisdictions,
including the US and UK, have specific anti-bribery and
corruption requirements for businesses that operate in or with
them. Without local experience to fall back on, trading in an
environment where bribery and corruption are frequent risks
requires careful planning, not just to meet regulatory
requirements, but to know what to do when faced with an
event.

CEOs are becoming more engaged: our recent CEO survey
showed 19 per cent of CEOs in New Zealand were concerned
with the threat of bribery and corruption to business growth.

Bribery reported in New Zealand’s top three trading partners

China

Australia United States

Note: New Zealand reported 3 per cent

Are we still prepared for traditional fraud
and theft in the workplace?

Global Economic Crime Survey 2016 9



Which industries globally are at risk?

Globally, financial services has traditionally proven to be the
industry most susceptible to economic crime. However, with the
market evolving towards integrated business solutions, many
non-financial services organisations are now providing in-house

financial solutions. Many of these businesses — automotive, retail

and consumer, and communications sectors — have become
hybrids with either joint arrangements with financial services
companies or financial licences of their own. This means that
fraudsters who follow the cash now have many more avenues to
fulfil their objectives.

10 | Global Economic Crime Survey 2016

Percentage of organisations experiencing economic crime in the
past two years

Technology
Chemicals
Professional Services

Hospitality
& Leisure

Financial Services

Pharmaceuticals
& Life Sciences

Government/State-
Owned Enterprises

Retail &

Automotive
Consumer
Global
Economic
Crime Rate
36%
Engineering
& Construction

Transportation
& Logistics

Manufacturing

Communications

Aerospace & Defence

Entertainment
& Media

Insurance

Energy, Utilities & Mining

Source: All global respondents

While the financial services industry, by virtue of its highly
regulated environment, has over the decades built up
sophisticated control mechanisms, detection methodologies and
risk management tools, the hybrids have generally yet to come
into their own in managing risks and the fast-evolving
compliance landscape they now find themselves in. This is
particularly so for reporting entities captured by New Zealand’s
anti-money laundering legislation. We explore this area further
in our anti-money laundering section (see page 36).



Financial damage

While around half of reported instances of economic crime
resulted in losses of less than NZ$75,000, around 40 per cent
were losses in excess of NZ$150,000. In a country of small
businesses, such losses can have a significant impact on the
affected entity.

Globally, 25 respondents who reported having a loss in the past
24 months said that the loss was in excess of US$100 million.

The true cost of economic crime to the New Zealand economy is
difficult to estimate, especially considering that actual financial
loss is often only a small component of the fallout from a serious
incident. Business disruption costs, remedial measures,
investigative and preventative interventions, regulatory fines and
legal fees all have an impact on the bottom line, and these costs
can be large and not easily quantifiable.

Financial impact of economic crime in New Zealand

In financial terms, approximately how much
do you think your organisation may have lost
through incidents of economic crime over
the last 24 months?

1.5 million to < 7.5 million NZ$

150,000 to < 1.5 million NZ$ - -@

75,000 t0 < 150,000 NZS -

L
Less than 75,000 NZ$ i} 47 %

Who is the fraudster?

Employees acting against their own organisations make up
44 per cent of New Zealand’s fraudsters.

Internal External
actor actor

i~ y

70% 32(01)4%> 52@

2014
230 ...

Increase

449

2016

Decrease

Four in 10 internal perpetrators originate from junior
management, but middle and senior management also
contributed a great deal to the perpetration of internal fraud.
This points to a potential weakness in internal controls
whereby these measures can serve as 'check-box' exercises
rather than effective processes embedded into an
organisation’s culture. It is interesting to note that 18 per cent
of respondents did not carry out a fraud risk assessment
during the 24-month period surveyed. We explore this area
further in our ethics and compliance section.

Now, more than ever, organisations have the opportunity to
rethink their control structures and go back to fundamentals.
Creating a culture of controls and risk awareness rather than
ritualised activity, supplemented by zero tolerance for
dishonest practices, can help insulate organisations from
avoidable losses due to internal fraud.

Global Economic Crime Survey 2016 | 11



Typical profile of the fraudster in New Zealand

Length of service

More than
10 years

21 to 30 31 to 40 41 to 50 Older than
years years years 50 years

Note: Numbers may not add to 100 per cent as some respondents stated "don't know".

12 | Global Economic Crime Survey 2016

Education level

&

Gender

7%

Postgraduate

33%

Secondary
level

27%

University

graduate
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Actions taken against fraudsters in New Zealand

Use internal resources to perform an internal investigation

Wait to see if further indicators of
potential fraud in the same area may arise

Consult with organisation's auditor
Contact external legal advisers

Engage a specialist forensic investigator

What actions are taken against the main internal perpetrator?

Dismissal

Law enforcement informed

Other

Notified relevant regulatory authorities

Warning/reprimand

B 2o
B
| K&

What actions are taken against the main external perpetrator?

Law enforcement informed

Cessation of the business relationship (if applicable)
Notified relevant regulatory authorities

Civil action was taken

Other

Don't know

I ;-
- ERA
| RE2 °

TR |

Turning opportunity
for crime into
opportunity for growth
We focus now on strategic
opportunity. What does the
data really mean for your
business, going forward?

Our survey numbers can help
uncover potentially
troublesome red flags and
trends and serve as important
indicators of areas of
opportunity for forward-
thinking organisations. These
are discussed in the three
upcoming sections:
cybercrime, anti-money
laundering, and ethics and
compliance programmes.

Global Economic Crime Survey 2016
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Cybercrime

L |
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Over the past few years, economic cybercrime has
evolved to a point where one could segment it into two
distinct categories — the kind that steals money and
bruises reputations; and the kind that steals intellectual
property and lays waste to an entire business. ) Q
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When connectedness becomes
ubiquitous, so do threats

Digital technology continues to transform and disrupt
the world of business, exposing organisations to both
opportunities and threats. So it’s hardly surprising
that cybercrime continues to escalate.

The reality in 2016 is, like every other aspect of commerce,
economic crime has, to some extent, gone digital.

Here’s the digital paradox: organisations today are able to
cover more ground, more quickly, than ever before thanks to
new digital connections, tools and platforms which can
connect them in real time with customers, suppliers and
partners. Yet, at the same time, cybercrime has become a
powerful countervailing force that’s limiting that potential.

This elevated level of awareness about the growing
encroachment of cybercrime is confirmed in our 2016 Annual
New Zealand CEO Survey, where in New Zealand, nearly eight
in 10 (77%) chief executives expressed concern — from
moderate to extreme — about this threat.

This year’s Global Economic Crime Survey points to the
disquieting fact that too many organisations are leaving first
response to their IT teams without adequate intervention or
support from senior management and other key players.
What’s more, the composition of these response teams is often
fundamentally flawed, which ultimately affects the handling
when a breach occurs.

We’ve come a long way from the days of teenage hackers
stealing bank cards. There’s been a significant and laudable
increase in awareness and sophistication in detecting the
identity (or provenance) of an attacker. Still, the fact remains
that the conflict between criminals and companies is as
feverish as ever. For companies, it’s a battle that can never

be completely won.
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Expanding the definition

Cybercrime, also known as computer crime, is an economic
offence committed using the computer and internet.
Typical instances of cybercrime are the distribution of
viruses, ransomware, phishing, whaling and theft of

personal or confidential information. This excludes routine
fraud whereby a computer has been used as a by-product in
order to create the fraud and only includes such economic
crimes where computer, internet or use of electronic media
and devices is the main element and not an incidental one.

Over the last few years, economic cybercrime has evolved to a
point where one could segment it into two distinct categories
— the kind that steals money and bruises reputations; and the
kind that steals intellectual property and lays waste to an
entire business.

* Cyber fraud. Monetisable cybercrime, such as identity and
payment card theft, are the events that tend to grab the
headlines, with millions of dollars of losses and as many
victims. Despite their high profile, they rarely pose an
existential threat to companies.

* Transfer-of-wealth/IP attacks. The more critical economic
crime facing organisations is that of cyber espionage: the
theft of critical IP, trade secrets, product information,
negotiating strategies and the like. Cyber professionals call
such breaches 'extinction-level events', and for good
reason. The damage could extend to the billions of dollars,
and include destruction of a line of business, a company or
even a larger economic ecosystem. Not only are these
kinds of attacks difficult to detect, they may not even be on
a company’s threat radar.

While the long-term damage, both to the entity and the
economy, is potentially far higher for transfer-of-wealth
attacks, the regulatory pain and media scrutiny arising from
the theft of credit cards or personally identifiable information
can be vast.

Global Economic Crime Survey 2016 | 17
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Cybercrime jumps to the joint second

most reported economic crime...
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409%

of New Zealand organisations expect to
experience cybercrime in the next two years

But only about half of board members request
information — monthly, quarterly or annually
—regarding the organisation’s state of readiness
to deal with cyber incidents
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Only 45 %

of New Zealand organisations have
a cyber incident response plan

Most companies are still not adequately
prepared for, or even understand,
the risks faced
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So where’s the opportunity here? It is in staying one step
ahead of the threat. That requires a clear-eyed understanding
of the shape of the threat as it relates to your particular
industry, and being prepared to respond, top to bottom, as a
single organisation.

As well as elongating the interval between successful attacks,
it is also critical to shrink the interval between effective
detection and response — and thus interrupt damaging
business impacts as quickly as possible. This can be a powerful
argument to tie back to board conversations.

20 | Global Economic Crime Survey 2016

Cybercrime keeps climbing

-damage is not just financial

The incidence of reported cybercrime among our respondents
is sharply higher this year, jumping from fifth to joint second
place among the most-reported types of economic crime in
our 2016 survey, compared to 2014 results. Over a quarter
(29%) of respondents told us they’d been affected by
cybercrime, and another 12 per cent said they didn’t know
whether they had or not.

Losses can be heavy, with several local respondents reporting
losses of over NZ$150,000. Globally, 43 organisations
reported losses of over NZ$7,500,000.

Among the global survey respondents, reputational damage
was considered the most damaging impact of a cyber-breach.

In New Zealand, participants concerned about the impact of
regulatory risks may in part be associated with the proposed
changes to the Privacy Act relating to the mandatory
notification of data breaches. Also worth noting are New
Zealand’s concerns around the impacts resulting from the
theft of personal information and the theft of intellectual
property. These concerns are consistent with what our clients
have told us while assisting them over the same 24-month
period.

What industries are at risk for cybercrime?
Today, all industries are at risk — including some which may
have considered themselves unlikely targets in the past.
According to PwC's Global State of Information Security
Survey 2016, the sector registering the most significant

increase in cybercrime activity in 2015 was retail, while
financial services — still one of the most attacked sectors —
had levelled out, with very little growth in terms of number
of attacks over the past three years.




Cybercrime first responder teams

Outsourced

Fully trained to act
as need arises

Personnel yet
to be trained

40%

Have organisations identified
first responder teams?

@@

Assessing feasability Assessing feasability
of identifying of sourcing an
personnel external provider

Organisation feels
it does not need

first responders  :

V

|

Hl

Source: All global respondents
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“A lack of cyber-readiness basics can leave the
cybersecurity door ajar for intruders.”
David Burg, PwC Global and Co-US Cybersecurity Leader

New Zealand view on data breaches

— How ready is your incident response plan?

A common type of cybercrime which is fast becoming
ubiquitous is a data breach or data theft and unfortunately,
New Zealand organisations are not immune.

So what is being done in New Zealand to prevent, detect
and respond to the threat of a data breach?

The position of data owners has recently been strengthened
as the Supreme Court of New Zealand determined that the
theft of electronic data is, in fact, a criminal offence. The
Court found that data is property, and the theft of it is
illegal.

Unfortunately for victims, the process of responding to a
data breach is not straightforward, often requiring the
urgent preservation and examination of electronic
evidence, and in many cases requiring specialist forensic
expertise. The impact can be profound, mitigated in part by
an organisation’s ability to manage its reputational damage
once word of a breach starts spreading. As a data breach
often consists of personal information, New Zealand
privacy laws are gearing up for a change to be more in line
with US laws where reporting a breach may become
mandatory.

In the 2016 Annual New Zealand CEO Survey, 77 per cent
of CEOs indicated cyber threats as a top threat to business
growth in the coming year. So it’s unsurprising to see that a
significant number of boards are now regularly asking for
information on the state of readiness to deal with
cybercrime incidents. It is encouraging to see that many of
our respondents are implementing an incident response or
first responder plan — but how will the remainder respond
and perform in their time of crisis?

Of the organisations with an internal incident response
capability, only 9 per cent have a digital forensic
investigator on the team. Finally, the New Zealand
Government’s recently released Cyber Security Strategy
2015 recommends the establishment of a national
Computer Emergency Response Team. Digital disruption is
a threat that every business faces.

When is the last time you thought about your incident
response plan?

Global Economic Crime Survey 2016 | 21
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Level of impact of cybercrime in New Zealand
(for organisations reporting a cyber-incident)

%

B2 B 5 85 L 0§ %8
7] c = c.= 0 ®

®© o og = o= ] o <
+= O = £ (e} n o = =70
S o ‘:Em = e > © =5
[T =5 = [ - = [ale]
£ = i) Q6 S g =g
7 E 3 © 5E 5 S z2e
¢8 o 8 0> 3 £ 5
g8 2 iy > b ey
=8 I o o [} Q.c
s Q - O 2 o]
50 (2} oo Q =3
0’5 F = < [k}
=< @ 2£

= 8]

== Q2

2

£

M High [ Medium | Low None [ Don't know

The insidious nature of cybercrime is such that some of the

51 per cent who say they are not victims have likely been
compromised without knowing it. A concerning trend we have
observed is that hackers manage to remain on organisations’
networks for extended periods of time without being detected.
Attackers also are known to stage diversionary attacks to
conceal more damaging activity.
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Threat vectors: the five categories

Nation-states

threats include
espionage and

Insiders

not only your
employees but

Terrorists

still a relatively
nascent threat,

cyber warfare; also trusted threats include

victims include third parties disruption and
government with access cyber warfare;

agencies, to sensitive data victims include
infrastructure, who are not government

energy and IP-rich directly under agencies,

organisations your control infrastructure
and energy

Organised crime
syndicates

threats include theft of
financial or personally
identifiable information
(sometimes with the
collusion of insiders);
victims include financial
institutions, retailers,
medical and hospitality
companies

Hacktivists

threats include
politically focused
service disruptions
or reputational
damage; victims
include high-profile
organisations,
governments
or individuals

Why do companies (and nation-states) steal
intellectual property?

e Many developed nations are seeing a pattern in
large-scale IP-focused breaches. They are not
random individual company attacks, but rather part
of a larger-scale, strategically organised campaign.

* While nation-states may be behind some of these
large-scale attacks, this is not a terrorism issue
(attempting to cripple vital infrastructure), it is an
economic crime issue.

e There is an economic rationale in stealing another
company’s intellectual property. It is less expensive
in time and resources than conducting one’s own
research and development. The advice is: if you see
someone else in your sector getting attacked, it is
wise to assume you may be next.

Ready or not

Over half of our survey respondents in New Zealand (69%,
up 21% since 2014) see an increased risk of cyber threats,
perhaps due to intensifying media coverage. But our survey
suggests that companies are nonetheless inadequately
prepared to face current cyber threats.

How has your perception of the risks of cybercrime to your
organisation changed over the last 24 months?

299

Remained 6 9%

the same
Increased

Source: New Zealand respondents
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Responsibility for redressing cyber vulnerabilities starts at
the top. Yet, our survey suggests that many boards are not
sufficiently proactive regarding cyber threats. Around half

of board members actually request information about their
organisation’s state of cyber-readiness on a monthly, quarterly
or annual basis.

How often do your board members request information regarding
your organisation's state of readiness to deal with cyber incidents?

U~U™U U~U™U U~U"U U"U U U~U™U U~U™U
Only 45 per cent of respondents have a fully operational
6% sscdjeacdpancdyanddjenddjendd incident response plan. Three in 10 (28%) New Zealand
U~U™U U~U™U UU"U U"U U U~U™U U~U™U . . )
Monthly organisations have no plan at all and of these, a quarter don’t
LR LI LL LR LN CL LR L)L) N
7 OO OO OO O O think they need one.
U~U"U U~U*U
2 7% Does your organisation have an incident response plan to deal

Quarterly .. .. with cyber attacks?
aedd Ll ettt st st e st e b e s b e s e aesennesen s

19%

0"0"U
Annually
o
as

45%

Yes, fully in
operation

29% 14%

Board members Don’t know
do not request
this information

21%

No, assessing
feasibility

Source: New Zealand respondents

Source: New Zealand respondents
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While IT has a critical role to play in detecting and attempting
to deflect an attack, it is noteworthy that first responder teams
in New Zealand generally lack involvement from legal (22%)
and HR (17%). Only one in 10 (9%) incident response teams
included digital forensic investigators.

These results suggest that many organisations, in their
understandable haste to contain the breach and get their
systems up and working again, are at risk of overlooking
potentially crucial evidence — which could later hamper their
ability to prosecute and, more importantly, to understand how
the breach occurred.

Excessive haste in responding to an attack can hamper the
company’s ability to fully understand the holistic impact of the
breach — and communicate appropriately to both internal and
external stakeholders, including the media. This could lead to
reputational harm.

Should a cyber-crisis arrive, only four in 10 companies have Composition of first responder teams in New Zealand
personne] fu]]y trained to act as first I'ESPOIIC]EI'S —Of WHICKH
the majority (74%) are IT staff.

Has your organisation identified cyber breach first responder
2

teams”? AU
............................................................................................................................. 71\\

|

-~
Organisation
does not need
first response IT staff (with
understanding of
entity/organisation IT Senior level
IT security environment) management

Personnel fully
trained to act
as need arises

first responder teams

Outsourced

Composition of

A ; Assessing

Ssessin ibili . . .
foasibilty of Personnel yet ‘;Zisr'g'n";y;f Attorney (to provide  Human resources Digital forensic
identifying to be trained external service legal advice) representative investigator
personnal provider

Source: New Zealand respondents
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What happens when you learn of a data breach? It’s
critical to shrink the interval between effective
detection and response — and interrupt the damage to
your organisation as quickly as possible. After calling up
your crisis and cyber first responders, here are some
steps you can take:

1. Establish the essential facts about the breach, and
find out if it is still ongoing. Sophisticated forensic
and data analytical tools are critical during this
phase.

2. Consider that the detected attack may in fact mask
other infiltrations into your organisation, and that in
certain situations it may take weeks, not hours, to
determine the full extent of the problem and begin
to stem the damage.

3. Decide whether to involve law enforcement. There
are many factors to consider, and they will vary
according to the type and scale of the attack.

4. Consider secondary risks. For example, a simple
email breach may reveal confidential information to
adversaries.

5. Finally, when a breach occurs, remember that
a cyber investigation is still fundamentally an
investigation, and the principles of a criminal
investigation still apply. In focusing on stopping an
ongoing attack and getting back online, it’s crucial
not to inadvertently destroy evidence that could help
with that investigation and with preventing the next
attack.

Global Economic Crime Survey 2016

The importance of a multi-layered defence

While we have seen major strides in sophistication and
cyber-preparedness since our last survey, most companies are
still not adequately prepared to understand the risks they face
or to anticipate and manage incidents effectively.

Too many organisations are suffering cyber losses because
they didn’t get the basics right. From insufficient board
involvement (or readiness-awareness), to poor system
configurations and inadequate controls on third parties with
access to the network, companies are suffering from unforced
errors, often leaving the cyber door ajar for intruders.

Responsibility for redressing cyber vulnerabilities starts at the
top. Yet, our survey suggests that many boards are not
sufficiently proactive regarding cyber threats, and generally
do not understand their organisation’s digital footprint well
enough to properly assess the risks.

It is vital that boards incorporate cybercrime into their routine
risk assessments. Especially in the light of the kinds of virulent
IP attacks that could take a company down, boards and senior
management must continuously ask themselves if they are
adequately prepared to deal with these kinds of large-scale
attacks. Crucially, they must also communicate clearly to the
IT department at what point they want to be alerted of a
breach.

Organisations seeking further assistance may refer to the
Institute of Directors in New Zealand, who recently published
the Cyber-Risk Practice Guide. This guide provides boards
with principles to help them understand and monitor cyber-
risk, develop strategies for seeking assurance, and oversee
management.

Ultimately of course, cyber threats and mitigations are the
responsibility of the entire enterprise; all have a crucial part
to play. There’s room for improvement at all levels of your
organisation and, unlike the frequency of external cyber-
attacks, this is something you can control. An investment in
preparedness — the ability to identify the potential for cyber-
attack, prevent it wherever possible, and detect it when it’s not
—can pay dividends in damage minimisation.



All organisations today require a foundational level of cyber
preparedness (or 'digital hygiene"), beyond which the level of
investment in preparedness should be determined by their
individual risk profile.

Regardless of the sector, the crucial point is that preparedness
for cybercrime must be embedded within the wider scope of
crisis planning, not separate from it.

Cyber threats must be understood and planned for in the same
way as any other potential business threat or disruption (such
as acts of terrorism or a natural disaster) with a response plan,
roles and responsibilities, monitoring and scenario planning.

A corporate cyber-crisis is one of the most complex and
challenging issues an organisation can face. Cyber breaches
require sophisticated communications and investigative
strategies — including significant forensic and analytical
capabilities — executed with precision, agility and a cool head.

Although potentially daunting, ramping up preparedness has
its silver lining. You can view it as an organisational stress test
—one that can and should lead to improvements in your
processes. In today’s risk landscape, a company’s degree of
readiness to handle a cyber-crisis can also be a marker of
competitive advantage and, ultimately, its survival.

“My message to boardrooms throughout New
Zealand is to consider your cyber vulnerabilities
as a key business risk and have a conversation
about how you're going to address them as part of
your risk management processes.

Strong cyber security practices will enable
businesses to be productive, profitable and
competitive. It’s also important for the country’s
international reputation as a safe place to do
business and store data.”

Amy Adams, New Zealand Communications Minister

10 December, 2015
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IT threats and mitigations are the
responsibility of the entire organisation

Executive level:

» Institute sound cyber security strategy

e Ensure quality information is received
and assimilated

e Implement user security awareness
programmes

* Enable strategy-based spending on security

Audit and risk:

* Ensure a thorough understanding and
coverage of technology risks

Bk

e Conduct up-front due diligence to mitigate
risks associated with third parties

e Address risks associated with operational
(non-financial) systems

e Address basic IT audit issues

Legal:
e Track the evolving cyber-regulatory
environment

* Monitor decisions made by regulators in
response to cyber incidents

* Be aware of factors that can void cyber
insurance

IT:
e Conduct forensic readiness assessments

* Be aware of the changing threat landscape
and attack vectors

e Test incident response plans

e Implement effective monitoring processes

* Employ new strategies: cyber-attack
simulations, gamification of security

training and awareness sessions and
security data analytics
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Ethics & compliance

Managing the balance between trust and compliance can be the difference

in retaining or losing top talent. In today's continuously evolving marketplace,
having a strategy for aligning ethics and compliance with business risks will
keep you on the path towards realising your opportunity.

28 | Global Economic Crime Survey 2016



Aligning values and strategy
with risks and responsibilities

Economic crime compliance risks are showing no sign
of abating. That’s hardly a surprise in a business
environment characterised by growing globalisation
and complexity in methodologies and areas of
enforcement. Not only are the number of compliance
risks increasing but so are the complexity of those
risks and the number of regulators.

Arisk-based approach to compliance — one that begins with a
holistic understanding of your economic crime risk and an
understanding of where your compliance weaknesses are —is a
must-have for today’s organisations. From that position of
clarity, you can define your rules, roles, responsibilities and
lines of defence and create a programme that mitigates those
risks. This positions you for reaching your business goals and is
the strategic focus of our survey.

In many industries and geographies, risks are not diminishing,
and a short corporate memory can be dangerous. The deeper
point is that while risks are ever-changing, the essence of a
successful compliance programme is to foresee and address an
evolving risk landscape.

A disconnect

Despite the growing emphasis on ethical values in corporate
communications and the widespread adoption of business
ethics and compliance programmes, our study suggests there is
often a disconnect between the tone at the top and the reality
on the ground (both behavioural and budgetary), leaving
organisations vulnerable to compliance breakdowns.

The numbers point to a perception gap between what CEOs and
boards believe and say and what’s actually happening in the
business. This is particularly true for middle managers, who
remain the most likely to commit fraud. This is the group that
our survey finds are more likely to feel that organisational
values are not being clearly stated or that incentive
programmes are not fair.

The true meaning of fit-for-purpose

To compete at the highest level, today’s organisations need to be
able to demonstrate that they are committed to embedding
ethical behaviour throughout their operations as a key part of
corporate strategy. Good policies, procedures and controls will
not suffice: words need to be backed up by actions, and front-
line staff need to have the tools to help them to live the
behaviours their leaders champion.

So how do the C-suite ensure that what they espouse is actually
being put into practice by management? How is compliance

being incentivised? How is it being measured?

There are four key areas of focus for enhancing the
effectiveness of compliance programmes:

* People and culture. Maintaining a values-based
programme, measuring and rewarding desired behaviours

* Roles and responsibilities. Ensuring they are correctly
aligned with current risks

* High-risk areas. Better implementing and testing in
high-risk markets and divisions

* Technology. Better use of detection and prevention tools,
including big data analytics
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27% Q'ﬂ"“

of New Zealand respondents

say their organisation has no

formal business ethics and

compliance programme Q A
= N ()

Yana67% i

..and % i

of companies say they have ‘__.._';\

a formal plan in place "a

68%

of New Zealand organisations rely on internal
audit to ensure effectiveness of their programmes

But is this the most effective path? Almost half of the incidents
of serious economic crimes were perpetrated by internal parties
in New Zealand and globally
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of New Zealand organisations believe
it’s likely they will experience bribery Q
and corruption in the next two years

.?.and 44%

claim employee morale is the largest
casualty of economic crime

Is your business strategy aligned with
and led by your organisational values?

Global Economic Crime Survey 2016 | 31




People and culture: your first line
of defence

At the heart of any economic crime, irrespective of why it was
committed, is a poor decision driven by human behaviour.
That means not only instilling clear processes and principles
for employees, but also creating a culture where compliance is
hard-wired to values.

In New Zealand, the greatest organisational damage
experienced as a result of economic crime was damaged
employee morale — with 44 per cent of respondents citing a
medium to high impact — and reputation, which 25 per cent
identified as medium to high impact. In both cases, the nature
of how a business is perceived — from the inside as well as the
outside — was the area of greatest concern. This underscores
the key role played by appropriate values in a business.

Impact of economic crime in New Zealand

Reputation/ B
brand strength

Share price
Employee

Business relations

Medium

Relations with
regulators

[l High
[ None

Low

Don’t know

Source: New Zealand respondents
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A values-based compliance programme is about attracting the
best and the brightest to your organisation. Ethical people
want to work for responsible companies — ones who not only
are able to 'walk the talk' but who also align incentives and
training with responsibilities and actions.

In a fast-changing world, a well-designed economic crime
compliance programme - supported by a focus on supporting
ethical behaviours - can offer a clear strategic benefit to the
business. As such, it should include mechanisms to help
motivate and reward your people, and to measure outcomes.

But to be effective, the compliance programme must comprise
more than an updated code of conduct, a policy, and a few
hours of training. Fundamentally, it must address the deep
connection between values, behaviours and decision-making.

This approach endeavours to empower people with an
underlying appreciation of how and why they should make the
right decisions, rather than just attempting to address or
anticipate individual risks as they arise.

Recognising the typical dependence on cultural controls to
identify fraud, the importance of these programmes should
not be underestimated.

Mind and measure the (perception) gaps

Nearly all (91%) New Zealand respondents agreed that their
organisation had clearly stated and had well understood
organisational values. Globally, CEOs and CFOs expressed
this particularly strongly, but our survey identified some areas
where practice through the organisation ran behind senior
managements’ expectations.

A persistent theme in the survey results is that of gaps in
perception, which can lead to unwanted outcomes.
These can be broken down into three basic categories:

* The gap between what the board believe and
promote, and what people inside the organisation
actually see, believe and do day to day.

* The gap between intentions and funding.

* The gap between senior management and middle
managers in overseeing compliance.



3 ':i
Perceptions of business ethics and compliance Allgn":lg rOles and responszbllltles.
............................................................................................................................. who’s in charge here?
Organisational values are clearly stated and well understood Our survey revealed that a signiﬁcant number of New Zealand
I 10,  businesses have no formal compliance structure. (In some

cases this may be due to the small scale of the companies.)
Approximately one in four (27%) respondents told us they
knew of no formal ethics and compliance programme in place
48% E in their companies.

There is a code of conduct that covers key risk/policy areas

Of the 67 per cent of organisations that do have a formal
Ethical business conduct is a key component of our HR procedures business ethics and compliance programme, responsibility for
31% H that programme is widely dispersed among roles.

The importance of being clear as to who is responsible for the

There are confidential channels for raising concerns different aspects of fraud control cannot be over emphasised.
Having a recognised code of conduct is important, but if
Senior leaders and managers convey the importance of ethical employees do not know how to use it in their day-to-day
business conduct in all that they do decision-making, this does little to mitigate compliance risks.
I 3%  The code and other polices need to be embedded through
training, regular communications, reward and recognition of
Training on the code of conduct (and supporting policies) where good decisions are made — and disciplinary procedures

is provided regularly

Irrespective of level, role, department or location, rewards are New Zealand organisations which have a formal business ethics
fair and consistent and compliance programmme

where bad decisions are made.

19% 11%

Irrespective of level, role, department or location, disciplinary 60/
procedures and penalities are applied 0

Concerns can be raised confidentially, without fear of retaliation

1%

[l Agree strongly | Agree [l Neither agree nor disagree

Don’t know

[ Disagree Disagree strongly

Source: New Zealand respondents

This kind of gap — between what senior leaders think and say
and what middle management perceive — can potentially
create a vacuum within which, despite the best of intentions,
unethical activities can spring.
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Responsibility for business ethics and compliance programme

Chief financial officer

General counsel

Chief compliance officer
Human resources director
Other

Chief audit executive

Source: New Zealand respondents

While smaller organisations (those with fewer than 1,000
employees) are less likely to have a formal business ethics and
compliance programme, many of them face a similar risk
landscape to larger organisations. This can pose a challenge
for them in ensuring that they have an appropriate and
proportionate programme in place.
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Fraud - opportunities for the
fraudster - and you

Six in 10 organisations believe that opportunity is the main
driver of internal economic crime — far outweighing the other
two elements of the fraud triangle, which are incentive/
pressure to perform, and rationalisation of the crime.

Incentive/
pressure

Management or other
employees have an
incentive or are under

pressure to commit fraud

Rationalisation
/attitude

Opportunity

Culture enables management
to rationalise committing
fraud, or pressure enabling
them to rationalise
committing a
dishonest act

Circumstances exist —
inefficient or absent
controls, or management
having the ability to
override controls

What factor do you feel has contributed the most to economic
crime committed by internal actors?

Opportunity or ability
to commit the crime

. 7%
Rationalisation of

perpetrators to justify

the crime

Incentive/
Pressure to perform

0O 10 20 30 40 50 60 70 80

Source: New Zealand respondents

So where is the best opportunity to prevent economic crime? A
large majority favour stronger control environments. Nearly
three quarters (68%) of New Zealand respondents told us they
are relying on their internal audit function as part of their
approach to assess the effectiveness of their compliance
programmes.



Assessment of business ethics and compliance programmes

Internal audit 68%

Management reporting 60%

External audit 53%

Monitoring whistleblowing

0,
hotline reports D

Other internal monitoring 8%

Other 6%

Source: New Zealand respondents

Experience shows, however, that internal audit — while an
important piece of the framework for assessing a compliance
programme’s effectiveness — is not a sufficient means of
assuring compliance, due to the fact that its interventions are
typically periodic and historical.

In fact, New Zealand detection rates for economic crimes by
way of corporate controls (such as internal audit, suspicious
transaction reporting and the like) have fallen dramatically to
only 24 per cent (from 56% in 2014), whereas corporate
culture controls (tip-offs and whistleblowers) remain high at
42 per cent (up from 37% in 2014). An unsettling 33 per cent
of instances were identified by other factors, such as chance.

Because 42 per cent of all economic crimes are identified
through tip-offs, a robust whistle-blowing service which
meets the context and scale of the organisation is now a must
have. Public sector organisations are required to align with
the Protected Disclosures Act 2000 and many private sector
businesses in New Zealand have voluntarily followed suit
with independent whistleblower services.
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Implementing in high-risk areas:
the devil is in the details

While most respondents have undertaken fraud risk
assessments, nearly one in five have not done so in the past
two years. A simple fraud assessment and review of your
organisation's Fraud Control Framework — focusing on the
prevention, detection and response to attacks on your 'crown
jewels' —is a key step.

This is especially critical for organisations with operations
overseas, where bribery and corruption risk are considerably
higher than in New Zealand. While appropriate training and
communication costs money and time, it is nonetheless critical
to the task of embedding the code of conduct across all
business practices and locations — especially in geographic
markets and divisions where risks of a breach are higher. This
should include targeted training, consistent communication
and management reporting. It should also include an
understanding that country risks are not created equal (even
across high-risk areas) — and that a sophisticated global
compliance programme must be finely tuned to the specific
realities on the ground.

We should put technology
to better use

The local evidence suggests that technology is not doing its job
to identify events of fraud, with only 24 per cent of frauds
unearthed by all forms of corporate control and only 6 per
cent uncovered by suspicious transaction reports. Data
analytics tools are available enabling a better job to be done.
Organisations need to improve their use of technology to
protect key assets at risk.
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Illicit transactions While businesses

want to comply with
regulation, they face
a slew of challenges...

36
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Are you prepared to respond to
the fast-changing regulatory

environment?

New Zealand’s anti-money laundering regime has
been in operation for almost three years following
the introduction of the Anti-Money Laundering
and Countering Financing of Terrorism (AML/CFT)
Actin 2013.

At present the Act applies to financial institutions — banks,
finance companies, brokers, remittance agents and the like —
many of which are still struggling to be fully compliant. All of
us will have been impacted at some level by the AML/CFT Act.
For example, being asked to provide identification at the bank
you’ve been with for years or producing a letter to confirm your
address. A slight inconvenience, but the Act has had significant
compliance complications and costs for financial institutions:
some have struggled to find a bank to operate through, and
some have closed up. Others have been required to contact all
their existing customers and obtain identification, to set up
expensive systems to monitor transactions, and then to query
unusual transactions which may then be required to be
reported to the Police.

But more will come eventually: Phase Two of the Act will bring
in many professional services, including accountants, lawyers
and real estate agents. What we do know is that the costs and
time to fully comply are far greater than anticipated and that
when the scope is extended — as it has been in most other
complying countries already — the costs and inconvenience to
businesses and their customers will only grow.
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1in5

financial services respondents
globally have experienced
enforcement actions by a regulator

The pace of regulatory change
is also increasing

33 %

of financial services respondents globally
cite challenges with data quality

...only 50%

of money laundering or terrorist financing
incidents globally were detected by system alerts

..and 19% M

of global respondents claim that 1‘]\ o
the ability to hire experienced ‘W
staff is the biggest challenge

to AML compliance
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More than 25%

of financial services firms have not

conducted AML/CFT risk assessments
across their global footprint or don’t
know if they have

How would your organisation fare in
the face of regulatory scrutiny?

Global Economic Crime Survey 2016
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The reputational and regulatory risk in New Zealand

Being associated with funds that have contributed to the
financing of terrorism or linked to the 'legitimisation' of
criminal proceeds is a reputational and regulatory risk for
financial entities. This is not a concern only for established
companies but also for those who are hoping to establish
themselves in New Zealand.

We have seen a marked increase in offshore financial
entities seeking to establish a footprint in New Zealand.
Most of those entities discover quite quickly that they are
required to comply with New Zealand’s AML legislation.

The Introduction of the Anti-Money Laundering and
Countering the Financing of Terrorism (AML/CFT) Act
2009 in New Zealand has seen AML not only climbing the
political and regulatory agenda, but also increasingly on
the agenda for the AML/CFT Act 'Reporting Entity'
company boards and senior managers.

While reporting entities are prioritising their obligations,
many of our clients have faced greater challenges than
expected in implementing their AML/CFT procedures,
policies and controls.

Many of New Zealand’s reporting entities are part of global
groups with AML experience in other jurisdictions.
Adapting and modifying offshore AML programmes
requires care and expertise and many New Zealand
reporting entities have found themselves in breach of the
AML/CFT Act, although compliant with their global
requirements.

Global Economic Crime Survey 2016

For example, practically implementing customer due
diligence (CDD) to meet New Zealand’s requirements has
resulted in non-compliance across a range of entities.
Assuming that the requirements or those of Australia, for
example, will be satisfactory, is a mistake that can cost in
terms of audit reporting and AML/CFT Supervisor
intervention.

Documenting appropriate employee vetting and training
has been another common area where incomplete
compliance has put reporting entities at risk of supervisor
intervention.

As reporting entities struggle with implementation, the
finance sector has also been impacted by other increased
compliance requirements. We have seen increased steps by
the banking industry to address these issues by 'debanking'.
This involves attempting to prevent riskier businesses from
establishing or continuing banking relationships. An
unintended consequence of this is to discourage the growth
of innovative payment solutions and increase the costs of
money making remittances for consumers. Furthermore,
reporting entities who are at risk of being debanked
struggle to secure banking arrangements, which can result
in an increased use of less transparent payment channels.

While the implementation of the AML/CFT Act is going
some way to combat money laundering and financing
terrorism, reporting entities are facing significant
challenges to operationalise the solutions.

Some New Zealand reporting entities have
found themselves in breach of the AML/
CFT Act, although compliant offshore.




New Zealand’s AML/CFT regime is one of the world’s newest. What can the

global experience inform us on what is coming and what New Zealand
businesses should be on the lookout for?

50%

Only half of money laundering or
terrorist financing incidents in
financial services respondents were
detected by system alerts. Do the
benefits of updating your legacy
transaction monitoring system
outweigh the costs? Reporting
entities in New Zealand are
required to monitor transactions
for suspicious activity. Most
entities have automated systems
to do this. The biggest challenge
we see during our audits of
reporting entities’ AML/CFT
programmes, is whether the
triggers implemented are based
on the risks identified, and
confirming that the triggers
actually work as expected.

1in8

13 per cent of financial services
respondents had been inspected
and needed to address significant
issues. Another 5 per cent were in a
money-laundering remediation
programme. Is your compliance
programme vigilant enough? We
suggest that the New Zealand
level of non-compliance is much
higher. This is partly due to the
newness of the regime, but also
impacted by reliance on global
AML programme. The Financial
Markets Authority took follow up
action on 29 per cent of the audit
reports it reviewed in its 2015
financial year.?

19%

The two biggest challenges to
effective AML compliance cited by
financial industry firms are the
pace of regulatory change and the
lack of skilled staff (each at 19%).
Are you developing a programme
that’s adaptable to a changing risk
landscape and increasing
regulatory expectations? Are you
hiring people with the right skills to
support it? All industry players in
New Zealand are still learning
and 'feeling their way' to varying
degrees. We anticipate increased
regulatory action against
reporting entities in the future as
expectations of compliance
increase.

14%

of financial services respondents
have not carried out money
laundering or terrorist financing
risk assessments — of these, more
than a third don’t believe such
assessments to be necessary.
Should anti-money laundering
programmes be your first line of
defence in reducing these crimes?
To comply with the AML/CFT Act,
reporting entities are required to
complete a AML/CFT risk
assessment prior to developing
their AML/CFT programme.

33%

of financial firms say the biggest
challenge to their AML systems is
data quality. Do you take steps to
improve the quality of your
customer data and related
governance? Reliance on agents to
complete customer due diligence
(CDD) is an area where many
reporting entities are not
compliant. The AML/CFT Act
places strict liability on the
reporting entity to ensure data
obtained for CDD purposes is fully
compliant.

41%

Only four in 10 non-financial
services firms respondents are
monitoring for AML/CFT-specific
red flags for their industry. Are you
up to speed on the latest
requirements you must meet?
Reporting entities must keep their
AML/CFT risk assessment up-to-
date. It is wrong to assume it’s a
static document.
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Money laundering destroys value

Money laundering facilitates economic crime and other illegal
activity such as corruption, terrorism, tax evasion, and drug
and human trafficking, by holding or transferring the funds
necessary to commit these crimes. It can also seriously bruise
an organisation’s reputation — and its bottom line.

Global money laundering transactions are estimated

at 2 to 5 per cent of global GDP, or roughly $1 trillion to

$2 trillion annually. Yet, according to the United Nations
Office on Drugs and Crime (UNODC), less than 1 per cent of

global illicit financial flows are currently seized by authorities.

Given the recent increase in terrorist attacks, money
laundering and terrorist financing are increasingly on the
radar of governments across the globe. In the United States
over the last few years alone, nearly a dozen global financial
institutions have been assessed fines in the hundreds of
millions to billions of dollars for money laundering and/or
sanctions violations. There are strong indications that other
countries will follow in substantive regulation and
enforcement. In New Zealand, the AML/CFT supervisors are
showing increased vigilance for reporting entities that are not
compliant with the AML/CFT Act.
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Any organisation that facilitates a financial transaction —
including nonbank money transfer businesses such as digital
or mobile payment services, life insurers, asset managers,
retailers, and even tech-enabled ride-sharing services — is
within the scope the AML/CFT Act. Many of these new
participants are not compliant with the requirements they
must meet.

The opportunity for companies is clear

Installing a robust, up-to-date AML compliance programme
in accordance with New Zealand’s AML/CFT Act — and
embedding it effectively with your people, processes and
technology — can yield multiple business benefits. This is

not just with respect to AML efforts, but with other key
compliance functions, such as anti-bribery, export sanctions,
fraud monitoring and response, financial controls and
investigations, potentially strengthening overall governance.




The rapid development of technology and
e-commerce has seen increased innovative
technologies and methods to launder 'dirty cash'
However, New Zealanders may be surprised to hear
the traditional tried and true methods, such as real
estate and gold, should not be overlooked.

With the continued development of e-commerce and
mobile payment systems, methods of laundering money
have become increasingly innovative and technically
advanced.

The buying and selling of virtual currencies, such as
Bitcoin, enables real money earned from criminal proceeds
to be exchanged for virtual currencies and then later
redeemed for real, or clean, money. While technology seeks
to provide a clear audit trail, whether this information and
the identity of the participants is available to AML
regulators and auditors remains to be seen.

Online gaming enables money launderers to convert money
from the real world into virtual goods and services or cash
which can then be exchanged for cash in online games such
as World of Warcraft. Less common methods, but also on
the rise, are internet money mules whereby an employer
will offer people jobs in which you can make a substantial
income from working from home. However, the job
involves accepting money transfers into their accounts

and then passing these funds to an account set up by

the employer.

Despite these new and emerging methods, traditional
money laundering methods are still used:

Real estate

With increasing house prices, and greater demand for
housing in New Zealand, criminal proceeds can be flushed
through the housing markets through rapid off-market side
transactions. With increases in sale prices occurring at
such a high rate, gains can more easily be explained.

Gold

Off the back of the widespread implementation of AML/
CFT regimes, one of the world's oldest luxury commodities
is back in vogue. The fact that gold holds the same value
and is readily accepted worldwide means it can be used to
settle debts with other criminals relatively easily with
limited paper trails.

Casinos

While you are still playing a game of odds, gambling is a
consistent way to turn bad money into good. Criminals can
turn up to a casino, use dirty money to place a bet and any
winnings are clean. The sacrifice of losing half of the time
is worth it to walk out of the casino with 100 per cent clean
cash.

While reporting entities need to ensure they are staying
abreast of new and emerging trends, traditional and
reliable methods of money laundering are still with us.
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AML: The pace of regulatory change

Heightened regulatory standards are driving
sharp increases in enforcement action.

Our survey shows that globally the level of enforcement of
anti-money laundering and countering the financing of
terrorism (CFT) measures has created challenges for even
sophisticated financial institutions.

Which of the following do you see as the most significant
challenge/issue in relation to complying with your local
AML/CFT requirements?

Pace of regulatory change

Ability to hire experienced
AML/CFT staff

Technology requirements

Complying with AML requirements
from multiple jurisdictions

Cost
Negative impact on customers

Complexities of doing business
in emerging industries*

Data privacy limitations on information
sharing across jurisdictions

Other

* (such as legal marijuana, virtual currency, mobile wallet technology, etc)

Source: Global financial services respondents

Some governments have imposed fines — and in some cases,
pursued criminal actions — against financial institutions that
have not implemented sufficient controls to monitor their
global transactions. Some financial institutions have come
into the crosshairs of regulators in one country for illicit
business practices in other countries. Often there are conflicts
as to which country institutions are permitted to transact in
while sanctioned by other countries.
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Data privacy issues have also arisen, with certain jurisdictions
setting more stringent standards than their counterparts in
other countries on key business issues such as disclosure rules
and access to customer data. These types of hurdles often
make the management of AML risks across the enterprise
extremely challenging.

In New Zealand, regulatory action to date has been limited to
warnings and public notices. These sanctions are significant,
but there is little doubt that in the future prosecutions and the
risk of licences will be in store for non-compliant entities. As
we note in the report, many reporting entities are non-
complaint and supervisor tolerance will be limited.

AML watchdogs and regulators

* The Financial Action Task Force (FATF) on Money
Laundering is an inter-governmental policy-making
and standard-setting body established by the Group of
Seven in 1989. Its current mission is to promote
policies to combat money laundering and the financing
of terrorism by monitoring global AML and CFT
trends, and setting international standards for
combating these twin threats. FATF publishes its
forty Recommendations — setting out a global
minimum standard for an effective anti-money
laundering system. Currently, 34 member countries
including New Zealand have adopted the FATF
Recommendations as part of their anti-money
laundering regulation and legislation.

* The United Nations Security Council issues resolutions
containing inter alia lists of persons against which
sanctions have been imposed, such as known terrorist
organisations. These lists are often used by
participating governments to support measures
against terrorist activity.

* The Office of Foreign Assets Control (OFAC) in the US
administers and enforces economic and trade
sanctions based on US foreign policy and national
security goals against targeted foreign countries and
regimes, terrorists, international narcotics traffickers
and those engaged in activities related to the
proliferation of weapons of mass destruction.




Inspections and remediation are on the rise
Several financial groups have grown by acquisition, with some
legal vehicles, businesses and markets not yet consolidated
into group processes or standards. Many are also still
struggling in the aftermath of regulatory actions or sanctions.
All of these factors increase the risk profile for AML
enforcements. Our survey indicates that 18 per cent of banks
globally — a very significant number of financial institutions —
have recently experienced enforcement actions by a regulator.
The figure in New Zealand is already over 10 per cent for the
banking sector.

Has your organisation experienced any regulatory enforcement/
inspection in relation to AML in the last 24 months?

Yes, we had a regulatory inspection
with no major feedback/consequences

Yes, we had a regulatory inspection
and received major feedback to address

Yes, we were/are currently under an
enforced remediation programme

No, we have not had a regulatory
inspection in the last 24 months

Don’t know

Source: Global financial services respondents

Such enforcement actions, however, can be uneven. Most
nation-states have some mechanism for AML inspections, but
the degree of thoroughness of those inspections varies
substantially. The United States and a few other developed
countries have examination staff dedicated to AML and
sanctions; in New Zealand these dedicated staff form part of
the AML/CFT teams at the three supervisors — Reserve Bank
of New Zealand, Financial Markets Authority and the
Department of Internal Affairs.

FATF: A new focus on effectiveness

FATF has shifted its standard of evaluation of
countrywide AML/CFT standards from technical
compliance to effectiveness, where all organisations
are measured by a similar yardstick.

This new focus on effectiveness will drive some
developing countries to make changes in their
enforcement practices, which will trickle down to
institutions — and, in turn, given the global nature

of AML initiatives, to other jurisdictions. It could also
temporarily create a gap in perception of the meaning
of 'effectiveness'.

Global regulation is the new normal

Strict compliance with the AML/CFT Act is required for New
Zealand’s reporting entities. However organisations should
consider AML/CFT matters as being globally regulated. There
are three primary reasons for this:

» FATF sets international standards for AML/CFT risk
management and enforcement. As such, it forms the basis
for national regulations — and the obligations of banks and
other regulated institutions.

* OFAC, along with other national treasuries such as Her
Majesty’s Treasury (HMT), administers economic sanctions
programmes — and thus, by design, are focused on the
movement of goods, services and funds overseas.

* Itis almost impossible for financial institutions, in
the course of doing business, to avoid the laws of the
jurisdictions administering major global currencies such
as the US Dollar, the British Pound and the Euro. The mere
act, for instance, of clearing a single transaction in the US
—or even of contacting a person in the US by telephone or
email — is enough to establish the legal nexus and clear the
way for prosecutions in the US.
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Global participation
statistics

Participation Participation by region
statistics

i1 8 W22 179%
6’ 3 3 7 A . BuEe

completed
surveys

&

Across

115

countries

Y=

Surveyed in

18 109%

17

different
languages

Latin Africa
America
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Respondents Industry sectors

09 39%

. . Industrial
of respondents were in executive

management, finance, audit,
24,

compliance or risk management
Financial services

149

of respondents employed by organisations
with more than 1,000 employees, with

Consumer
of these participants having more than 7
10,000 employees
o %
Technology

7% )
of the survey population represented 6 /0

publicly traded companies, and Professional services

Head of
department or 5 9%

business unit
of respondents were from multinational
organisations Other
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New Zealand
participation statistics

42 85 65% 18% 31%

questions relating New Zealand g of organisations of organisations of all respondents
to economic crime,  respondents - surveyed operate - surveyed operate - had between
which assess in New Zealand in government 1,001 - 5,000
attitudes, approaches only and state-owned employees
and experiences i enterprise sectors
How many employees does In how many countries does
your organisation have? your organisation have offices?
Up to 100 employees 18% One only 65%
101 to 500 employees 24% 2to 10 26%
501 to 1,000 employees 14% 11to 25 1%
1,001 to 5,000 employees 31% 26 to 50 4%
5,001 to 10,000 employees 5% 51 to 100 2%
More than 10,000 employees 8% More than 100 2%
Don't know 1%

Which of the options below best describes your
What industry does organisation's ownership structure?
your organisation operate in? Publicly traded company 26%
Communications 1% Privately owned 25%
Energy, utilities and mining 12% Government/state-owned enterprise 25%
Engineering and construction 4% Other 25%
Financial services 16%
Government/state-owned enterprises 18%
Manufacturing 5%
Insurance 8%
Pharmaceuticals and life sciences 1%
Professional services 4%
Retail and consumer 8%
Technology 1%
Transportation and logistics 2%
Agriculture 5%
Education 5%
Healthcare 6%
Other industry/business 5%
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Purpose of the 2016 survey

The aim of this biennial survey is to assess economic crime —
attitudes, approaches and experiences —and in particular,
whether the incidents of cybercrime-related fraud has become
more prevalent in recent years. It also aims to understand the
prevalence of other forms of economic crime, including asset
misappropriation, bribery and corruption, and money
laundering. The findings uncover which types of fraud are
most common, the impact of ethics and compliance
programmes and the state of AML compliance.

Terminology

Statistics referred to in this report generally refer to New
Zealand, unless otherwise stated.

Looking for more data?

The crime survey website www.pwc.com/crimesurvey has
been designed to be an extension of the survey with many
exciting and useful resources for readers wishing to delve
deeper into the data, including:

* Survey methodology

* Terminology

» Comparative country counts

* Additional information regarding the nature of participants
In addition, this year’s survey data has been loaded onto an
innovative tool referred to as the Global Data Explorer which

will allow visitors to the site the ability to customise their
analysis of the data for their specific needs.
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About PwC Forensic Services

The Forensic Services group of PwC’s global network of firms provides our clients with the full range of investigative
response to fraud and other forms of economic crime. We also assist our clients in undertaking prevention and detection

measures to better protect themselves from fraud.

Your PwC New Zealand Forensics Team also has specialists with expertise in cybercrime, electronic discovery

and anti-money laundering compliance.
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